
T R A N S M I T T A L   M E M O R A N D U M 

TO: The Honorable Mayor and City Council 

FROM:  Karl R. Amylon, General Manager 

DATE: March 8, 2021 

RE: Approving Contract No. 21-03 – Evaluation of Cyber Security Risks 
to KPU’s Water System and Financial Infrastructure, Jacobs 
Engineering Group, Inc. 

In adopting the 2021 Ketchikan Public Utilities Operating and Capital Budget, the 
City Council appropriated $150,000 to the Water Division for the preparation of Risk and 
Resilience Assessments and Emergency Response Plan as required by the 2018 
America’s Water Infrastructure Act (AWIA).  By report dated January 26, 2021, my office 
submitted to the City Council a proposal from the Jacobs Engineering Group, Inc. to 
undertake this work at a cost of $150,000. Following the announcement of Canada’s 
one-year ban on pleasure craft and cruise vessels and its associated economic impacts, 
Water Division management requested to withdraw the agenda item to negotiate a 
reduced scope of work with Jacobs. 

The motion detailed below was prepared at the request of Water Division 
Manager John Kleinegger, who asked that it be placed before the City Council for 
consideration at its meeting of March 18, 2021. If adopted, the motion provides for 
awarding Contract No. 21-03, Evaluation of Cyber Security Risks to KPU’s Water 
System and Financial Infrastructure, to Jacobs Engineering Group, Inc. at a cost of 
$40,000. The revised scope of work that the Jacobs Engineering Group, Inc. will 
undertake on the utility’s behalf is detailed in Mr. Kleinegger’s transmittal memorandum 
and requires no elaboration on the part of my office. I concur with the Water Division 
Manager’s recommendation. 

Assistant Water Division Manager Seth Brakke will attend the City Council 
meeting of March 18, 2021, in order to address any questions and/or concerns that 
Councilmembers may have. 

A motion has been prepared for City Council consideration. 

RECOMMENDATION 

It is recommended the City Council adopt the motion approving Contract No. 21-
03, Evaluation of Cyber Security Risks to KPU’s Water System and Financial 
Infrastructure, between the City and the Jacobs Engineering Group, Inc. at a cost not to 
exceed $40,000; authorizing funding from the Water Division’s 2021 Federal Act – Risk 
and Resilience Assessment capital account; and directing the General Manager to 
execute the contract documents on behalf of the City Council. 
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Recommended Motion: I move the City Council approve Contract No. 21-03, 
Evaluation of Cyber Security Risks to KPU’s Water System and Financial Infrastructure, 
between the City and the Jacobs Engineering Group, Inc. at a cost not to exceed 
$40,000; authorize funding from the Water Division’s 2021 Federal Act – Risk and 
Resilience Assessment capital account; and direct the General Manager to execute the 
contract documents on behalf of the City Council. 
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Manager Amylon explained at the time of the first and second divestitures when the four dam pool 
eventually became the two dam pool and later became SEAPA, the definitive agreements that were 
approved by the purchasing utilities, which are Ketchikan, Petersburg and Wrangell, the 
established power plans that were in effect at that time were grandfathered in and the communities 
were entitled to take that power before they would take SEAPA power. He indicated in the case of 
the Ketchikan the Whitman project had not been constructed yet. He informed the power sales 
agreement say any new power projects that one of the purchasing utilities brings on line if it 
displaces SEAPA power that is available, we have to make SEAPA whole for the loss of that 
power. He indicated that was presented to the Council before the bids for Whitman had been 
accepted. He said the Council at that time chose to move forward, and the City is legally obligated 
for any power that Whitman produces that displaces SEAPA power. 
 
Mayor Sivertsen informed we also have the lowest rate of 6.8 cents per kilowatt and pay it back at 
the same rate through the true-up agreement. 
 
Motion passed with Kiffer, Gass, Gage, Zenge, Bradberry, Flora and Bergeron voting yea. 
 

Contract No. 21-03 – Preparation of Ketchikan’s Risk and 
Resilience Assessments and Emergency Response Plan, Jacobs 
Engineering Group, Inc.  
 

Manager Amylon informed after today’s announcement the Water Division Manager and Assistant 
Manager said they want to go back to Jacob and reduce the scope of work. He said they will try to 
do a portion of the self-assessment in-house to reduce expenses. He said this will be brought back 
to the Council at a later date with a reduced scope. 
 

Award of Contract No. 20-25 – Continuation of Water Meter 
Design/Build – Business & Commercial Customers – Ketchikan 
Mechanical, Inc.  

 

Moved by Gage, seconded by Bergeron the City Council accept the bid of Ketchikan Mechanical, 
Inc. in the amount of $169,053.74 for Contract No. 20-25, Continuation of Water Meter 
Design/Build – Business & Commercial Customers; establish a ten percent contingency in the 
amount of $16,906.26, bringing the total project cost to $185,960; approve funding in the amounts 
of $92,980 and $92,980 respectively from the Water and Wastewater Divisions’ 2021 Water 
Meters – Business and Commercial Customers Capital Accounts; and direct the General Manager 
to execute the contract documents on behalf of the City Council. 
 

Councilmember Bergeron questioned why we are buying water meters, and what is the ultimate 
policy goal with the meters. He questioned why we continue to have the residential ratepayers 
subsidize the commercial ratepayer, as we know what it costs to produce water and they should be 
paying accordingly. 
 

In answer to Councilmember Bergeron, Mayor Sivertsen indicated the ultimate goal is to change 
the commercial customers to metered water with a structured rate that reflects what they actually 
use. He felt this is really the only fair and equitable way to establish a rate structure. 
 

Councilmember Gass said rates over the last fifteen years for the businesses that use a large amount 
of water has skyrocketed. He felt we need to be considerate to these businesses, as these businesses 
provide jobs and fund this government. He indicated he was opposed to paying for meters, but we 
are already too far into the project. 
 

Manager Amylon informed the acquisition and installation of these meters are being done through 
an Alaska Department of Environmental Conservation (ADEC) low interest loan. 
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